Post Deployment Health Reassessment (PDHRA) PRP Data Entry

The Air Force PDHRA Web Application currently has two methods to validate that a computer
is inside the medical treatment facility.

1. Browser Cookie

The Air Force's PDHRA Web Application can place a cookie on a computer to enable a
person on PRP gtatus to complete the DD2900 on the web. This should only be on a
computer in the medical treatment facility to comply with Air Force policy.

We recommend that you work with your medical systems folks to establish a user account
(i.e. “PDHRA.PRP") on the local computer that has very restricted access to any computer
resources. It only needsto be able to access the Air Force's PDHRA web site
(https.//www.afchips.brooks.af.mil/pdhra).

Once you’ ve established this user account on the computer, log in as that user and enable
TLS 1.0 on the Internet Explorer by going to Tools, Internet Options..., Advanced Tab,
scroll to the bottom and check the checkbox for “Use TLS 1.0”.

To set the cookie, go to https.//www.afchips.brooks.af.mil/pdhra/pdhra_prp_medical.aspx.
Log in with your PIMR login. Thisisnormally the same login you use to log in to your
network. Enter your social security number. The web application will validate this
information against the central PIMR users’ datatable and will go to the standard PDHRA
data entry form.

A person on PRP status will now be able to use this computer to complete the DD2900.
2. Approved IP Address

Establish static IP Addresses on the designated computers in the medical treatment facility.
Work with your base network control center to ensure these | P addresses are cleared through
the proxy server to https.//www.afchips.brooks.af.mil. It isimportant that the web server
can see the static | P addresses and not the address of the base’ s proxy server.

EMAIL thelist of approved |P Addresses to the PDHRA Web Site administrator:
Robert.Williams.ctr@brooks.af. mil
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